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Abstract—To address privacy concerns over online social
networking services, several distributed alternatives have been
proposed. These peer-to-peer (P2P) online social networks do
not rely on centralized storage of user data. Instead, data can be
stored not only on a computer of a profile owner but almost
anywhere (friends’ computers, random peers from the social
network, third-party external storage, etc.). Since the external
storage is often untrusted or only semi-trusted, encryption plays
a fundamental role in security of P2P social networks.

Encryption, however, also adds some overhead in both the time
and space domains. To be scalable, a system that relies heavily
on encryption should use as efficient algorithms as possible. It
also needs to provide the functionality of changing access rights
at reasonable cost, and, crucially, the system should preserve
privacy properties itself. That is, beyond user data confidentiality,
it has to protect against information leakage about users’ access
rights and traffic analysis.

In this paper we explore the requirements of encryption for
P2P social networks in detail and propose a list of criteria
for evaluation. We then compare a set of approaches from
the literature according to these criteria. We find that none
of the current P2P architectures for social networks manages
to achieve secure, efficient, 24/7 access control enforcement and
data storage. They either rely on trust, require constantly running
servers for each user, use expensive encryption, or fail to protect
privacy of access information. In the search for a solution
that better fulfills the criteria, we found that some broadcast
encryption (BE) schemes exhibit several desirable properties.

‘We thus propose to use BE schemes with high performance en-
cryption/decryption regardless of the number of identities/groups
for an efficient encryption-based access control in the P2P
environment. We define relevant properties for the BE schemes
to be used in the P2P social network scenario and describe
advantages that such schemes have compared to encryption
techniques used in existing P2P architectures.

I. INTRODUCTION

In current online social networks (OSN), users do not
have complete control over who can access their data. While
most OSN services provide some privacy settings to limit
the audience of content published by the user, some default
settings make content public. Other privacy settings can be
overriden by the user’s friends’ decisions, for example when
granting access to a third-party application. More importantly,
there is no real protection against access by the service
provider itself, both to user-generated content and to inadver-
tently generated information, such as behavioral patterns in
linking, messaging, interacting, commenting, logging on and
off, locations, browser types, operating systems used, among
others. The content can then be mined and used for targeted
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advertising or be released to third parties. Whether this is done
and to what extent the users’ privacy preferences are honored,
depends primarily on the privacy agreements of the service
provider and other legal issues such as the location of the
service provider, the servers, the content, or the user.

To prevent such undesired disclosure of user data, there
have been efforts to circumvent the OSN service providers
and give the control over the data back to the users. While
some proposals use the existing infrastructure of the OSN
provider, others decentralize control and take a peer-to-peer
approach. In this paper, we focus on the latter type of solutions,
and more narrowly on those that enforce privacy policies by
cryptographic means. We use the term encryption throughout
the paper as a shorthand for this concept, including key
management and other mechanisms needed.

Access control based on encryption is fundamentally dif-
ferent from that in existing centralized, provider-dependent
social networks, as the centralized provider has control over
how their servers behave, given configurations and security
measures, and can enforce policies using the operating system.
If all users had their own constantly running servers, then a
P2P social network could be achieved via a direct end-to-end
communication and access control would be the similar to the
centralized case (though performed locally on each server).
Currently, however, this is an unrealistic assumption and
enforcement needs to happen on a different level. Encryption
is a way to do that in a P2P environment with untrusted/semi-
trusted storage, and several P2P OSN proposals use it. In this
paper, we discuss and compare several prominent approaches:
PeerSoN, Safebook, Persona, Diaspora, and our new proposal
using identity-based broadcast encryption (IBBE).

In order to come up with a good solution for how to
effectively and efficiently use encryption for access control
and privacy policy enforcement in P2P social networks, we
first need to define requirements for such systems. We dis-
cuss these in this paper and group them into the following
categories: efficiency, functionality, and privacy. By efficiency
we mean how much effort the used encryption scheme creates
in terms of storage, computational cost, and communications
overhead. By functionality we categorize possibilities of using
the encryption scheme to manage permissions. By privacy we
denote the side-effects of the distributed system of leaking
information about the user data and not only the user data
itself (confidentiality).



The rest of the paper is organized as follows. First we state
the criteria that are crucial for the encryption schemes in P2P
social networks, then we describe existing P2P social network
architectures and what encryption they use. We continue by
evaluating existing encryption schemes according to the stated
criteria. Then we explain broadcast encryption and how it
works in a P2P social network and evaluate it according to
the criteria. We summarize the results of our evaluation in a
table. We finish by drawing some conclusions.

II. ESSENTIAL CRITERIA FOR THE P2P ENCRYPTION
SYSTEMS

The P2P environment and the absence of a trusted party
put many security constraints on the encryption-based access
control system. Moreover, for decent usability it is imperative
that all actions are executed fast enough in order to achieve
a positive user experience. In this section we analyze these
constraints and afterward state requirements for encryption
systems.

A. Efficiency

In the ordinary centralized access control the security sub-
system authenticates the user and enforces policies given by
access control lists (ACLs) or capabilities. In contrast, in
the P2P system we cannot rely on the untrusted storage for
authentication and authorization. We do not have access to the
operating system of a replica holder and thus use encryption
and key management to replace this functionality. Encryption-
based access control relies on authentication during a key
setup phase, when a decryption key is given to the user after
authentication. The key has a similar role to the access token
in systems such as Kerberos, while the encryption scheme in
P2P social networks plays the role of the security subsystem
in centralized systems in a sense that it takes a user’s key and
authorizes access to the data.

Access tokens have a short lifetime and can be easily
renewed, while users’ keys are given out for a much longer
period and there is therefore a higher probability that they
might be stolen or lost. Cryptographic keys are also prone to
aging. And although the user key renovation event is not so
frequent, it can have big consequences because of the fined-
grained access control requirement.

To achieve fine-grained access control, each object should
be encrypted separately for different sets of recipients, such
that encrypted objects are completely unrelated and a change
in one of them does not influence the others. That is why,
all objects to which this key gives access should be re-
encrypted during a key renovation procedure, which is clearly
a performance issue. It might be better to do such a proce-
dure for all the user’s keys in the system at once, so that
a single object gets re-encrypted only once. With a large
number of objects, however, re-encryption of all data might
be quite time consuming. It is thus important to have fast
encryption. Also from the usability perspective the speed of
encryption/decryption has great importance. Operations like
posting a single message, a photo, etc. even with inefficient

encryption will not take much time, but retrieval of recent
wall posts, messages, whole photo albums can be more time
consuming. The speed of encryption/decryption depends not
only on the speed of the underlying cipher, but also on the
scalability of the scheme. Therefore, the first requirement is a
constant cost encryption/decryption that does not depend on
the number of recipients. To the best of our knowledge, there
are, however, no encryption schemes that have both encryption
and decryption that do not depend on the number of recipients.

In the centralized system an addition/removal of a group
member influences all objects to which this group has access,
but this is not generally true for encryption-based access
control systems. Some encryption schemes require all objects
to be re-encrypted if the group changes. Such behavior is not
scalable and might have a strong impact especially in P2P
networks because the number of objects (posts, photos, etc.)
can be quite big and groups can be changed quite often (e.g.
addition of new friends). Thus, the second requirement is that
addition/removal of users from a group should not depend on
the number of subjects/objects and should have constant cost
as in centralized systems. If the encryption system does not
have constant cost addition/removal of users from a group,
then re-encryption should be as fast as possible.

Another issue is encryption overhead in terms of storage.
For P2P storage with replication it is crucial to save as much
space as possible, because otherwise the system will not
be scalable. The encryption overhead (headers) can be quite
considerable for short messages and may require more space
than the encrypted data itself. If the size of the header depends
on the number of receivers, then such encryption scheme
is not suitable for a P2P social network with considerable
amount of possible recipients. Therefore, the next criterion
is the scalability of the header in terms of the number of
recipients. Another concern is the storage cost of the encrypted
data itself.

B. Functionality

Different types of encryption schemes (symmetric, asym-
metric, etc.) have different properties and thus can be used
to realize different features of a P2P social network. Yet, the
encryption system that combines different encryption schemes
should be able to realize all functions of the social network.
The encryption system defines the functionality of the P2P
social network, the provided security and privacy levels.

A P2P social network’s encryption system should be able
to encrypt objects for a single subject as well as for any
possible set of subjects in a cost-effective way. Efficient
encryption for the conjunction/disjunction of groups, however,
is not supported by all encryption systems. It is quite a useful
operation, though, for users of social networks since users’
connections can have different origins (colleagues, family, etc.)
and different levels of trust. Such operations as encryption for
a group that one is not a member of and encryption for "friends
of friends” are even less frequently supported, though there are
analogies to these operations in every-day life.



C. Privacy

The security subsystem in a centralized environment con-
trols all flows of information from a single point of control. It
is, however, much harder to implement such control with the
encryption system in a P2P network with untrusted storage,
because the content of the encrypted objects is not the only
thing that requires protection. It is also important to protect
information about which subjects have access to what objects,
about the quantity of objects, about their type. Moreover, it
should not be possible to verify if a particular user has access
to some particular object. The user should be able to see only
the objects that are encrypted for her or for the group that
she is a member of. The requirement of fine-grained access
control results in a set of separately encrypted objects. The
users should be able to determine which files they are able
to open without checking all the files, otherwise the system
looses scalability. At the same time, the encryption header of
the object should have the ability not to reveal subjects who
have access to this object. If the access list goes along with
the encrypted data, malicious users can completely reconstruct
a network of contacts from those lists. Additionally, they will
know who can access which encrypted objects and can infer
some information from that knowledge.

D. List of Criteria

To sum up, we have come up with the following evalu-
ation criteria: efficiency of addition/removal of users from a
group, efficiency of user key revocation, encryption/decryption
efficiency, encryption header overhead, ability to encrypt for
the conjunction/disjunction of groups, ability to encrypt for
a group that one is not a member of, ability to encrypt for
“friends of friends”, ability to not reveal access structures in
the header.

III. EXISTING P2P OSN ARCHITECTURES

In this section we describe and analyze existing P2P archi-
tectures for social networks.

An early version of the P2P social network developed under
the PeerSoN project [1], [2] relied on the conjunction of sym-
metric and asymmetric cryptography. Data was first encrypted
using a symmetric key and then this key was encrypted with
public keys of recipients. Users Ids and encrypted symmetric
keys were stored alongside the encrypted data.

Safebook [3] is based on two design principles: decen-
tralization and exploitation of a real-life trust. It relies on
matryoshkas which provide data storage, profile data retrieval,
and communication obfuscation. A matryoshka consists of a
set of nodes grouped in several concentric rings according to
the level of trust that the node associated with the matryoshka
has towards them. The innermost layer/ring is the most trusted
and consists of ‘friends’. It is actually responsible for storing
replicated data for the node associated with the matryoshka.
The innermost layer stores published data in encrypted and
unencrypted forms, but private data is stored by the owner
himself and is not replicated to the innermost layer. According
to [4], a “simple group-based encryption scheme” is used for

encryption, and users get opportune keys [3] to decrypt the
published data. The owner should explicitly authorize and
republish to the inner ring every message written by other
users.

Anonymity in Safebook is achieved by using a multi-hop
routing. A distributed hash table holds pointers to nodes on
the outermost ring of the matryoshka. The incoming request is
routed from the outermost ring to the core of the matryoshka.
The rooted messages are encrypted on a hop-by-hop basis
using asymmetric cryptography.

Diaspora [5] is a project that uses a client-server architecture
but does it in a decentralized way. It requires a constantly
running server for each user to achieve end-to-end commu-
nications. Users without servers can choose from one of the
existing servers to store their data. To ensure confidentiality of
the stored data, encryption is used. Not many people may be
willing to run a server and provide storage for other users for
free. Even if the user finds such a server there is no guarantee
that server will not be shut-down later in the future potentially
resulting in a complete loss of all data for the user. This risk is
mitigated in systems that use multiple replicas held by peers,
rather than having one instance as is done in Diaspora.

According to Diaspora’s security architecture proposal there
are 3 levels of data security [6]: unencrypted information that
is available to everyone, information encrypted by the server
for some intended receivers, information encrypted by the
owner herself for some intended receivers.

The encryption process is executed in two stages [7]. First, a
random encryption key is generated (symmetric cryptography)
and the message is encrypted with this key. Then the sender
encrypts this secret key for each of the receivers with a
corresponding public key and sends it to them. Currently, an
AES-256-CBC cipher is used for symmetric encryption and
RSA for public key encryption [8].

Diaspora works according to the push model [9], [8]. Data
posted by a user is encrypted for the recipients and pushed to
the servers of recipients in encrypted form. To delete posted
data, a retraction request is sent to the recipients’ servers.

Another P2P architecture is Persona [10]. It stores data
in encrypted form, thus access control is encryption based.
As in PeerSoN, the storage is not trusted, confidentiality is
ensured by encryption. To provide specific rights to stored
objects the profile owner defines access control lists (ACLs)
and instructs the storage to set them. ACLs contain public keys
of users and their access rights. The storage authenticates the
users and authorizes their actions based on the entries in the
ACL. This scheme provides limited data integrity protection,
but the credibility of access control enforced by untrusted
storage is not that strong, so the main protection mechanism
is encryption, and it ensures only confidentiality.

Persona relies on a ciphertext-policy attribute-based en-
cryption (CP-ABE) [11] scheme. In CP-ABE a user’s private
key is associated with a number of attributes (e.g. ‘friend’,
‘family’). During encryption an access structure over attributes
is attached to a ciphertext. The user is able to decrypt the
ciphertext if that user’s attributes pass through the ciphertext’s



access structure.

Encryption in Persona is a two-stage process because ABE
is computationally expensive. First data is encrypted with a
symmetric key, and then it is ABE-encrypted.

IV. EVALUATION OF EXISTING ENCRYPTION SCHEMES
BASED ON OUR CRITERIA

In this section we evaluate the suitability of encryption
systems in existing architectures for a P2P social network
scenario. The evaluation is based on the criteria described in
Section II.

As described in the previous section, existing P2P archi-
tectures for social networks have used the following two
types of encryption systems: the conjunction of symmetric
and asymmetric cryptography (i.e. trivial broadcast encryp-
tion scheme [12]) used in Diaspora and the early version
of PeerSoN, and CP-ABE used in Persona. There is not
enough information about the encryption system of Safebook,
except that it is a “simple group-based encryption scheme”
and users get opportune keys [3] to decrypt the published
data. Besides, expensive asymmetric cryptography that is used
for communication between hops inside of the matryoshka
defines the time cost of information retrieval and posting by
other users. The time required for encryption/decryption of the
data itself is negligible compared to the time of information
retrieval and posting. Other relevant drawbacks of Safebook
are its reliance on the trust relationship, authorization and
republishing of every message written by others.

A. Efficiency

It is well-known that asymmetric cryptography is much
more computationally intensive than symmetric cryptography,
and even Elliptic Curve Cryptography (ECC) that is the most
efficient public-key cryptography [13], is much slower than
symmetric cryptography. Moreover, the storage efficiency is
inadequate because for each of the receivers the object has to
be encrypted separately. That is why encryption systems based
solely on asymmetric cryptography are not used.

Compared to a purely asymmetric cryptography scheme,
an encryption system based on the conjunction of symmetric
and asymmetric cryptography is much more efficient since
the object itself is encrypted using a symmetric cipher, and
then this symmetric key is encrypted multiple times with a
public key of each of the receivers. Even such an approach is,
however, not quite suitable because the number of objects in
the typical profile is very big, thus the overhead connected with
encryption of the same keys multiple times is quite significant
both in terms of time and space. Encryption for the group
means that data is first encrypted with a symmetric key and
then this symmetric key is encrypted with a public key of each
member. The addition of a user to a group is very simple and
means encryption of the symmetric key(s) of that group with
the public key of that user. Conversely, the removal of a user/a
set of user from a group requires the re-encryption of all data
encrypted for that group, which is considerably harder.

Both the early version of PeerSoN and Diaspora use this
encryption system. In case of PeerSoN it is used in the Pull
model, while in Diaspora it is used in the Push model which
has the disadvantage that the same encrypted object has to be
transferred multiple times, separately to each of the recipients.

The CP-ABE scheme used in Persona [14] was the first
introduced CP-ABE scheme and has many drawbacks. The
size of the cipher text and the speed of encryption/decryption
are crucial parameters for P2P social network scenario, and in
the original scheme they are linear in the number of attributes
in the access structure, which is not adequate for a P2P social
network. Besides, as far as we know, there are no CP-ABE
schemes with constant size ciphertexts or decryption that do
not depend on the number of attributes and have constant
cost, and the encryption time in existing schemes scales
linearly with the size of the access formula [15], [16]. To our
knowledge, the most efficient CP-ABE schemes (e.g. scheme
described in [16]) in terms of decryption are linear in the set of
attributes from the user’s key that satisfy the access structure.
Encryption for one contact can be done using the public key of
that person (or as in the case of conjunction of symmetric and
asymmetric cryptography), while encryption to groups uses
CP-ABE because of advantages in efficiency and functionality.
An attribute defines a group, and to encrypt for the group
one encrypts for that attribute. If all receivers have a common
attribute, then CP-ABE is quite efficient from the ciphertext
size point of view, but if the receivers are members of different
groups then the overhead can be suboptimal (depending on the
number of attributes) even though the encryption time is very
favorable.

The CP-ABE scheme used in Persona is limited to mono-
tonic access structures (no negations) which leads to inefficient
encryption, for example in cases when access is allowed for
the whole group except for a few members. It has troublesome
user revocation since several different users might match the
decryption policy [14] and there are no negations to prohibit
access for some exact users. Revocation of a user’s access
rights in the worst case scenario basically means creation of
a new group of users that corresponds to some new attribute
that is in common for the members of this new group, and
re-encryption of all data of the old group with new symmetric
keys. To the best of our knowledge, the only CP-ABE scheme
that allows negations is [17]. This scheme in conjunction with
usage of identities as attributes yields simple revocation, but
the decryption time and the storage cost are still linear in that
scheme.

B. Functionality

The combination of symmetric and asymmetric cryptogra-
phy allows for encrypting for the disjunction of several groups
by encrypting the data with symmetric keys corresponding to
those groups, but it is impossible to encrypt for the conjunction
of groups. Encryption for some arbitrary set of users that
do not belong to the same group is equivalent to creating a
new group, since after the encryption these users will share
the symmetric key used for encryption. We described the



encryption procedure from the group creator/group member
perspective, but it is impossible to encrypt for a group that one
is not a member of unless the group has a public/private key
pair shared among its members. Encryption for the “friends
of friends” is not supported either.

The CP-ABE schemes seamlessly support encryption for
the conjunction/disjunction of two groups using the conjunc-
tion/disjunction of the attributes. They also allow encrypting
for ’friends of friends”. Additionally, a user can encrypt to a
group even if he is not a member of that group.

C. Privacy

In the early version of PeerSoN it was possible to find out
which subjects could access what objects from the encryption
headers that contained Ids of subjects. The cryptosystem based
on conjunction of symmetric and asymmetric cryptography
does, however, not need to reveal for whom the data is
encrypted (the problem of identifying what one can decrypt
can be solved by different means). In contrast, all CP-ABE
schemes, as far as we know, have the access structures in
clear, thus anyone who can download encrypted data can learn
which groups have access to it. At the same time, there are
BE schemes with hidden access structures, and the scheme
described in [18] is one of them.

D. Summary

To summarize our evaluation, the encryption system that
combines symmetric and asymmetric cryptography is quite
efficient, but from the functionality point of view it is quite
limited. The encryption system based on CP-ABE schemes
is moderately adequate from the efficiency point of view,
and it has quite rich functionality. However, since none of
the CP-ABE schemes achieves non-monotonic, hidden access
structures and low (constant) storage and computational cost
at the same time, we propose to use an encryption system
based on broadcast encryption schemes. We describe them in
the following section.

V. BROADCAST ENCRYPTION

Broadcast encryption (BE) schemes are used to distribute
encrypted data to a dynamic set of users in a cost-effective
way. In general, a BE scheme consists of a sender and a group
of recipients. Each recipient has her own private decryption
key to decrypt encrypted data sent by the sender.

BE schemes can either be symmetric or public-key based.
In the first case, only a trusted source/broadcaster of the
system that generated all the private keys can broadcast data
to receivers. If the system is public-key based, then anyone
who knows a public key of the system can broadcast.

The efficiency of BE schemes is measured in terms of trans-
mission, storage, and computational cost. Besides efficiency,
one of the main requirements for BE schemes is that it should
be easy to revoke a key or a set of keys. Other important
security concepts are collusion resistance and statelessness.
A fully collusion-resistant scheme is robust against collusion
of any number of revoked users. A BE scheme is said to

be stateless if after revocation of some subset of users the
remaining users do not have to update their private keys.

A BE is called dynamic [12] if new users can join without
a need to modify existing users’ decryption keys, if the
ciphertext size and the system’s initial key setup do not depend
on the number of users, if for a symmetric key based scheme
the encryption key should not be changed and for a public
key scheme the group public key should be incrementally
updated with complexity at most O(1). Since dynamic BE
schemes give so many advantages from the key management
and efficiency perspectives, we will narrow the discussion to
only this type of BE schemes.

It is obvious that the described properties of BE schemes
are very desired, thus suitable candidates for application to a
social network scenario are BE schemes with the following
properties: stateless, fully collision resistant, dynamic, with
constant size ciphertexts and keys, with computationally effi-
cient encryption/decryption.

We use a dynamic identity-based broadcast encryption
(IBBE) scheme that meets all these requirements [18]. Al-
though IBBE schemes involve a third-party authority - a
Private Key Generator (PKG), this role is given to the profile
owner when adjusting this scheme for our scenario. Thus, the
profile owner is responsible for creating a group of receivers
and assigning private BE keys.

The IBBE scheme is formaly defined as a tuple of al-
gorithms IBBE = (Setup, Extract, Encrypt, Decrypt) [19].
Although the DIBBE scheme defined in [18] has the same
structure, there are some differences in the algorithms’ input
parameters that reflect a dynamic nature of the scheme. The
algorithms of the DIBBE scheme have the following form:

The Setup algorithm generates some system parameters, a
secret master key, and a group public key GPK. The Extract
algorithm takes as input a secret master key MK known only to
the broadcaster and produces a private key for each user. The
encryption algorithm Encrypt takes as input a set of receivers
S and a group public key GPK (for the DIBBE scheme it
additionally takes ) and outputs a pair (Header,K), where K
is a symmetric secret key to encrypt data and Header is an
encryption of this symmetric key for the set of receivers. Data
is stored in the form (Header, encrypted data), and only a
user whose ID/label is in the set can decrypt the Header using
his/her private key. Some schemes work with plain Headers
that show who can decrypt the data, while other schemes
are more privacy preserving and reveal no information about
the set of receivers or any other parameters (e.g. scheme
described in [20], [18]). The Decrypt algorithm for the privacy
preserving scheme mentioned above takes GPK, Header, the
user’s private key, and the user ID as input and outputs a
symmetric key K; while for the ordinary IBBE schemes the
Decrypt algorithm additionally requires the set of receivers S.

Since each time during encryption the user can create a set
of receivers on the fly in the IBBE scheme, it is possible to
encrypt to any conjunction/disjunction of groups because a
group is merely an arbitrary set of users. Besides, in IBBE
schemes users that are not members of the group can still



encrypt to the group if they know GPK. However, the DIBBE
scheme defined in [18] requires the secret master key MK as
input for the encryption algorithm. Thus, encryption to the
group that one is not a member of and encryption for the
“friends of friends” are not supported.

Revocation of a user for stateless BE schemes does not
require re-keying for other users, thus for the stateless IBBE
schemes it means re-encryption of data with a new symmetric
key and consequent regeneration of Headers for the new set of
receivers. Addition of a user in any IBBE scheme requires re-
encryption of Headers for the new set of receivers in addition
to creating a private key for that user.

Some broadcast encryption schemes (e.g. [19], [18]) achieve
constant size ciphertext. In addition, the scheme described
in [18] has the decryption complexity of O(1), while the
encryption cost is linear in the number of receivers.

VI. COMPARISON AND DISCUSSION

In Table I we summarize the evaluation of different en-
cryption schemes according to the stated criteria and trans-
mission cost. Transmission cost is defined as a number of
decryption/encryption operations that have to be performed
in order to transfer an encrypted object from the source to
the destination. Of course, there is also a cost of sending
messages. So, when for example in Diaspora’s case all the
keys and data are sent to recipients and in early PeerSoN’s
case they are stored locally, it is evident that the difference
is very significant. However, the transmission cost depicted
in the table does not take the cost of sending messages into
account, and focuses solely on encryption/decryption.

The following notation is used in the table: d,,,, - own data
of the profile owner, dfyends - data that was received from
friends as posts, a - the size of access structure in a CP-ABE
scheme, n - the number of recipients, O(1) symm+O(n)asymm
- a symmetric operation with a constant cost followed by
an asymmetric operation with a linear in the number of
recipients n cost, O(a)apr - ABE operation with a linear
in the size of access formula a cost, s - number of shells
in the Matryoshka, encqsymm - one asymmetric encryption
operation, decqsymm - one asymmetric decryption operation,
€NCsymm - ONE Symmetric encryption operation, k - a number
of affected objects.

As we mentioned in Section IV, there is not enough
information about the encryption system of Safebook. Any
assumption about the encryption system that may be used in
Safebook would lead to the same evaluation results as for other
P2P systems that use the same encryption system and follow
the Pull model.

We would like to note that in the table the encryption
operation is performed for a group of receivers, and the de-
cryption operation is performed by one receiver. So, although
the encryption operation in Diaspora for one receiver requires
only one symmetric and one asymmetric encryptions, for the
group of receivers one needs one symmetric and n asymmetric
encryption operations, thus the cost is linear.

From the table we can see that Diaspora (because of the
Push model) has the highest storage cost storing not only own
data, but also data received from others. The early PeerSoN
with trivial BE has the worst storage cost for headers, though
CP-ABE schemes are also not optimal from this point of view.
The encryption cost of Persona with its underlying CP-ABE
scheme is generally lower than for the rest systems, since
the number of attributes is usually smaller than the number
of receivers. At the same time, it has the worst decryption
cost that depends on the number of attributes, while all the
rest systems have a constant decryption cost. Moreover, CP-
ABE decryption contains bilinear pairing operations, and since
they are computationally expensive and their number linearly
depends on the number of attributes, we can conclude that this
operation is quite expensive.

The permissions modification cost is defined as a cost of
changing permissions (set of receivers) in one object. Since
all objects are pushed in Diaspora, it is impossible to modify
a set of receivers of the already shared object, thus there is a
dash in the table.

The cost of user addition to a group (a set of identities
for identity-based schemes) is the highest for IBBE, and the
cost of user removal from a group is the highest for CP-ABE
(unless the scheme allows negations). Nevertheless, both of
these schemes can encrypt for the conjunction / disjunction of
groups. And while CP-ABE provides also the ability to encrypt
for the group one is not a member of and for the friends of
friends, the IBBE scheme is more secure and has the ability
not to reveal access structures in encryption headers.

VII. CONCLUSIONS

We analyzed the scenario of P2P social networks with-
out trusted parties and the impact this environment has on
encryption-based access control systems. Based on this analy-
sis we stated the following evaluation criteria that encompass
efficiency, functionality, and privacy areas: efficiency of addi-
tion/removal of users from a group, efficiency of user key re-
vocation, encryption/decryption efficiency, encryption header
overhead, ability to encrypt for the conjunction/disjunction of
groups, ability to encrypt for a group that one is not a member
of, ability to encrypt for “friends of friends”, ability not to
reveal access structures in the header.

We analysed existing P2P architectures for social networks
that focus on encryption as a means of ensuring data confiden-
tiality. We evaluated the types of encryption systems that these
architectures use (combination of asymmetric and symmetric
cryptographies, CP-ABE) according to the stated criteria.

We also evaluated existing broadcast encryption (BE)
schemes accordingly looking at the stated criteri and defined
properties that are crucial for the BE schemes to be used in
the P2P social network scenario. We found one BE scheme
that meets all the requirements and adapted it to the social

network scenario.
'some CP-ABE schemes are linear in the set of attributes from the user’s
key that satisfy the access structure
2for schemas with monotonic access structures



TABLE I
COMPARISON OF ENCRYPTION SYSTEMS OF P2P SOCIAL NETWORKS

Safebook  (unknown | Diaspora (trivial BE | Persona (CP-ABE) Early PeerSoN (trivial | dynamic IBBE
encryption system) with Push model) BE with Pull)
storage cost (data) size(down) size(down + dfricnds) | size(d) size(d) size(d)
storage cost (header) unknown o(1) O(a) O(n) o(1)
encryption time unknown O(1)symm + [ O(M)symm + [ O(M)symm + [ O)symm +O0(n)BE
O(n)usymm O(a)ABE O(n)asymm
decryption time unknown 0(1) O(a)! 0(1) 0(1)
transmission cost 2(s—1)-encasymm+ | 0 0 0 0
2(5 — 1) . decasymm
permissions mod cost | unknown o)/ — O(a)ABE /] O1) 7/ O()symm + | O(n)BE /
(add / remove) O(1) symm + | O(M)asymm O(1)symm+0(n)BE
O(a)aBE
cost of user addition / | unknown 1 - encasymm [ |1 - keyCreate [ |1 - encasymm [ |k - encgeg [ k
removal to a group k - encsymm + n - | k - encsymm + k - | k - encsymm + n - | encsymm +k-encpe
ENCasymm encApr + (n ENCasymm
keyCreate 2 )
ability to encrypt for the | unknown X/ VIV X/ ViV
conjunction / disjunc-
tion of groups
ability to encrypt for a | unknown x v X X
group that one is not a
member of
ability to encrypt for | unknown x v X X
“friends of friends”
ability not to reveal ac- | unknown v x X v
cess structures in the
encryption header
The combination of asymmetric and symmetric cryptogra- [6] (2010, Nov.) Diaspora security architecture proposal. [On-
phy does not have sufficient efficiency and functionality for line].l Available:  https://github.com/diaspora/diaspora/wiki/Security-
. . . Architecture-Proposal
the P2P social network scenario, while CP-ABE schemes are (7] (2010, Oct) Encryption. [Online]. Available:
inferior to BE schemes because none of the current CP-ABE https://github.com/diaspora/diaspora/wiki/Encryption
schemes achieve non-monotonic, hidden access structures and ~ [8] (2011, Aug.)  Diaspora’s  federation  protocol.  [Online].
low storage and computational cost at the same time. There- Available: https://github.com/diaspora/diaspora/wiki/Diaspora%?27s-
: federation-protocol
fore, we proposed to use broadcast encryption for the P2P [9] (2011, July) Diaspora  roadmap. [Online]. Available:

social network scenario, since it does not have the mentioned
drawbacks, even though it does not support the ability to
encrypt for a group that one is not a member of and the
ability to encrypt for “friends of friends”. These issues are
to be investigated in future work.
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